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Abstract. Due to the extensive development of Internet of Things (loT) in e-
healthcare environment, security and integrity of the medical data especially medical
images became a big issue. This paper proposes a chaotic security architecture for
ensuring the security of the medical images during transmission and storage. The
proposed model is built by comprising of three main stages. At first, message digest 5
algorithm is applied to the plain image for generating the seed key of Lorenz chaotic
map. Subsequently Lorenz map is iterated to generate the chaotic key series utilized
for further process. In second stage, dual confusion such as row-by-row and column-
by-column confusion is executed on the plain image. At last, dual diffusion process is
performed by applying binary reverse and compliment operation, in addition to that
XOR operation is executed between diffused image and Lorenz chaotic key image.
Simulation results and analysis of security level by applying different attacks indicates
that the developed cryptosystem has the potential of satisfying the security
requirements of 10T healthcare applications.

Keywords: Health care system, IOT application, medical image, diagnosis, e-
healthcare.

1. Introduction

Internet of Things (loT) leads the next generation of digital communication revolution. loT
applications are expanding at a rapid rate in almost all key sectors like military, government,
education, security, surveillance, banking system and healthcare[1]. Medical images plays a vital role
for diagnosing the disease in 10T base e-healthcare application, so transmission of medical images
over network and storage in cloud based services becomes crucial. Therefore, it is essential to build
up an effective model to ensure the confidentiality and integrity of patient’s medical images which are
transmitted and stored in IoT environment[2]. Security architecture of medical image are expected to
accomplish strong degree of resistance to withstand against different attacks, at the same time quality
of the medical image should not be comprised, because a small changes in medical images might
result in irrevocable wrong diagnosing. Traditional encryption systems like MD5, RC5, DES and AES
has been used for protecting medical image, however these cryptosystems are proved as inefficient
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for protecting images due to huge pixel capacity and high correlation among pixels[3]. Consequently,
chaotic map based cryptosystem has been proved as a desirable one for protecting images. Numerous
researchers identified that the chaotic cryptography is one of the recent technology which is
completely opt for image cryptosystem. Different directions and techniques of chaos based image
cryptosystem is discussed in the state of the arts [4-6]. Some of the chaos based medical image
cryptosystem is briefly given below.

Dagadu et.al [7] proposed an efficient medical image cryptosystem by utilizing Bernoulli
shift map for pixel permutation and the chaotic series used for select the rule for DNA code to execute
substitution process . Ravichandranet. al [8] developed a new two fusional 1D chaotic maps for
extensively confuse the pixels and XOR operation is utilized for diffusing the image. Different attack
analysis visualized the efficiency and security of the cryptosystem. Sathishkumar et.al [9] utilized 1D
Bernoulli map and logistic map for seed key generation and to generate chaotic series for executing
diffusion operation, in this cryptosystem images are read in the form of zigzag order and divided into 8
x 8 blocks and then confusion and diffusion is applied on each blocks for encrypting the medical
image. Shahzadi et al.[10]presented a secure medical image protocol by combining RC5 and 2D
chaotic map. Chaotic series generated by 2D chaotic map is utilized as round keys in RC5 algorithm.
Experiments and analysis results of that cryptosystem demonstrated the strength of that algorithm.

Most of the medical image cryptosystem discussed above are utilized 1D map for generating
the chaotic sequence applied for confusion and diffusion stage. Eventhough 1D map has its own merits
due to its lower key size and limited life of randomness, it may cause threats to the security of the
images [3]. As a consequence, higher dimensional map became popular among researchers and
different cryptosystem has been developed using multi-dimensional map. Chen et.al [11]developed a
medical image cryptosystem by employing four dimensional (4D) Lorenz chaotic map and also they
proposed the new hierarchical diffusion to increase the security level. Three and four dimensional
chaotic maps are found to possess good chaotic properties with larger key space. Chai et.al[12]
proposed a novel 4D memristive chaotic map and they designed a new Latin square based confusion
and bi-directional diffusion process for implementing in medical image cryptosystem. Based on this
motivation of using higher dimensional map for developing medical image cryptosystem. We have
developed a new chaos based medical crypto model by utilizing three dimensional (3D) Lorenz
chaotic map which have sufficient key space and longer chaotic behaviour which will enhance the
security of the image, a dual confusion and diffusion process of the proposed model greatly decrease
the correlation among pixels of the medical image. Security analyses has been executed by employing
different attacks and the results indicates the efficiency and security of the developed cryptosystem.

The paper framed as follows. Section 2 described the basics of the developed cryptosystem.
Detailed description of the proposed design is given in section 3. Simulation results are shown in
section 4. Different security analysis and comparison are evaluated in section 5. Section 6 concluded
the proposed work.

2. Preliminary Concept
2.1 3D Lorenz chaotic map

One of the three coupled dynamic equations which having good chaotic behaviour is 3D Lorenz map
[13]. This map is highly sensitivity to initial conditions and the constant value of system parameters.
The mathematical form of the Lorenz map is defined in equation (1).
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du = a(v — u) o<uvw<li

dv=u(f—w) —v gz%g 1)
dw = (uv —yw) v =8/3

The Lorenz map consist of six seed keys, three initial conditions (ug, v, wg) and three control
parameters ( a, 8,y). Lorenz map generate the chaotic sequence is in the pure chaotic state only when
these six seed values should be in the specified range. The chaotic attractors of each combination of

-10 0 10 =20 0 20 -10 0 10
XY plane YZ plane *Z Plane

Figurel. Chaotic attractors of each plane of 3D Lorenz chaotic map.
xyz plane is shown in figure.1 which demonstrates the chaotic behaviour of the Lorenz map.

3. Proposed Cryptosystem

The proposed model is the combination of three phases: seed key generation using MD5, dual
confusion and diffusion process. The architecture of the proposed model can be visualized in figure.2.
At first, Seed keys of Lorenz map is created by using the plain image, 128-bit has key and external key
values. Subsequently these seed keys are taken as initial values for the Lorenz map and chaotic series
are generated which are utilized for further process. The step by step structure of seed key generation,
confusion and diffusion process is given as follows.
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External keys (ug, v, W)

Generate chaotic series U, V and Cipher &
W using 3D Lorenz map Image 3
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Index Index
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Plain Column Wise || Row Wise .| Confused
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Figure 2.Block diagram of the proposed medical image security architecture.

3.1 Seed key generation
Step 1 : Get the Plain Image PI with size L and B which represents length and breadth of the image.
Step 2 : Execute MD5 algorithm on PI to attain a 128 bit hash key, The obtained hash value by
applying MDS5 to figure 4(a) is given below.

Hash Value = ae32dfb845509201a2052bbe8a520e34

Step 3 : Split the has value into four blocks and execute XOR operation between each block to obtain
three blocks of hex values, then convert the obtained hex values into integer form. Finally the integers
are converted into decimal form for executing XOR operation with external seed keys. The following
figure 3 demonstrate the conversion of has value to integer form.
Step 4: Convert integer form of hash values to decimal form by taking the maximum precision of 104
as given in equation (2).

key, = k1x1071* key, =k2 x 107

key; = k3 x 1071
)

Step 5:{uy, v, w, } are considered as external seed keys of Lorenz map to generate chaotic series,
then for each specific medical image, the new seed keys {ug, vy, wy} are generated using equation (3).

ug = (ug + key;)mod1 vy = (vy+ key,) mod1 3
wy = (Wy + key,) mod 1 3
From equation (2 and 3) it can be found that the seed keys {ug, vg, wo} depends on the plain image. If
there is a difference in just one bit of the plain image, then MD5 produces an entirely different hash
value. Hence, our proposed cryptosystem is highly sensitive to the original image, it can withstand
differential attack.
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Figure3. Conversion of hex-hash value to integer form.

3.2 Confusion phase
Step 1 :Input Image (PM) and three key series U = {uj,u,, us,..... Ugize JV =
{v1,V5,V3, .. Vsize } and W = {wy,wy, ws, ... ... Wqize } are originated from Lorenz map depends
on the seed keys {ugp, vy, wh} . Where size = (L X B)/2.
Step 2 : In ascending order chaotic series are sorted and store the new index value as given in
equation (4).
[sortul,indexu] = sort(U)
[sortvl, indexv] = sort(V)
[sortwl, indexw] = sort(W)(4)

Step 3 : At first, Shuffle the pixels column wise using U, V chaotic series, and again the resultant
image is shuffled based on row wise using V and W chaotic series. The pseudocode for the confusion
process given in table 1.

Table 1. Confusion procedure

Column wise confusion Row wise confusion
Fori=1:L Fori=1:L
Forj=1:B Forj=1:B
Temp =PI, j) Temp = CPI(j, i)
PI(i, j) = PI(indexu(i), indexv(j)) CPI(j, i) = CPI(indexv(j), indexw(i))
Pl(indexul(i), indexv1(i)) = Temp CPI(indexv(j), indexw(i)) = Temp
End End
End End
CPI =PI CIM=CPI

(CIM = Confused Image)

3.3 Diffusion Process

Input: Confused image CIM, Key streams V and W.

Output: Final encrypted image EIM.

Stepl: Transform the decimal form chaotic series into integer form and store it as a two-dimension
array that is taken as key image with the size equal to the image. The creation of keyl is depicted in
equation (5).
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Keyl;; = (V x 10"*)mod 256 if ((j mod 2) == 0)
Keyl;; = (W x 10**)mod 256 if ((j mod 2)! = 0)

Step 2: Execute bitwise reverse and compliment of each pixel of CIM, further the XOR operation is
executed between the resultant image and key image as depicted in equation (6).

®)

DIM = bitwisereverse,ompimon: (CIM)

B (6)

EIM = DIM & CIM
Here, DIM specified Diffused image and EIM specified Final Encrypted image. Assumed that the
external keys hash values are shared between sender and receiver in secured manner. In receiver side,
the decryption process is executed as the entire reverse process of the encryption algorithm, seed key
generation is common in both process.

4. Experimental result

The developed cryptosystem is executed in the platform of Matlab 2016a. Samplesare shown in
figure.4 with size 256 x 256. For considering the time efficiency and compatibility we have used .jpg
format images instead of DICOM. The chosen key for the experimental purpose is uy =
0.54678543467876 , v, = 0.23456592028475 , wy, = 0.32456543428475. We have taken the
same constant value for a, B andy. First the chaotic series are generated and after the confusion
process is executed to get the confused image and finally the diffusion process is executed to obtain
the final encrypted image. The result of the developed cryptosystem is illustrated in figure 4.

Figure 4. Experimental results First row shows the original image
and second row shows its corresponding cipher image

5. Performance and Security Analysis

A good cryptosystem must be able to withstand against different attacks. Security level of the
cryptosystem can be identified by different attack analyses like correlation coefficient, histogram and
entropy analysis[14]. These analyses are used to identify the randomness of the encrypted image
achieved by the developed cryptosystem. Robustness level can be identified by applying cipher attack
analyses. These analyses are executed and the results are discussed in the following subsections.

5.1 Histogram analysis
One of the best way to evaluate the uniform distribution of encrypted image is histogram analysis [15].
figure.5 illustrate the pixel distribution of original and encrypted image in graphical form for figure.
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4(a). On observing the diagram, it can be clearly recognized that the pixelsuniformly distributed in
cipher image, so the proposed architecture strongly resists the statistical attacks.

600
3000
400
2000
1000 200
0 0
0 50 100 150 200 250 0 50 100 150 200 250

(a) (b)
Figure 5. Histogram analysis. Histogram of (a) Original image (b) Cipher

5.2 Correlation Coefficient Analysis

Correlation among pixels in medical image is always high[16]. A good cryptosystem should greatly
decrease such correlation among the pixels. The effective method to identify the level of correlation is
to execute the correlation coefficient analysis between all direction of the encrypted image. Equation
(7).represents the computation and figure.6 shows the distribution of pixels in all direction of the
cipher image. From figure.6 it can be recognized that the proposed scheme efficiently reduced the
correlation among pixels, so it can withstand statistical attack.

CTyq = N.cov(p.q) Where X o NeEa @)

- ELoemr e g2 cov(p,q) = E((p — Ep)(q — Eq))

Here p and g denotes the value of each pixels. Table 2 represents the Correlation results of cipher
image. It can be realised that all the results are closest to 0 so the developed crypto model can
withstand statistical attacks. Pictorial representation of correlation in all direction of the enciphered
image is shown in figure 6, which indicatesthat the proposed modelgreatly decreased the correlation.
In table 2 HC, VC and DC represents Horizontal, Vertical and Diagonal Correlation. From the
comparison it can be identified that the proposed system highly reduced the correlation among pixels
than the state of the art.

Table 2. Correlation coefficient and Entropy results and comparison.

Test Proposed Scheme Enayatifar et.al [17]

Images HC VC DC Ent HC VC DC Ent
4(a) 0.0015 -0.0013 -0.0017 7.9971 0.0032 0.0223 0.0029 7.9975
4(b) -0.0024 -6.18e-**  0.0036 7.9972 -0.0019 0.0132 -0.0042 7.9973
4(c) 0.0020  0.0049  0.0015 7.9969 -0.0002 0.0176  -0.0071 7.9970
4(d) -0.0076  0.0049  -0.0034 7.9971 -0.0016 0.0239  0.0002 7.9969

5.3 Information Entropy

Uncertainties is an essential features of randomness and it can be identified by entropy analysis
[18].The common entropy value for the random image is accurately 8. So, if any cryptosystem
achieved the result of entropy as nearest to 8 then it can withstand against linear attacks. Entropy of
the encrypted image is computed by employing the equation. (8).

_ L -
ENT(D) = Xg=0 P(PIJl0gs 77 ©
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Pl represents the k' pixel value of L size medical image. P(PI;)means the probability of (PI,).
The entropy value of encrypted medical image and it’s comparison is shown in table 2. From the result
it can be realized that all the entropy result is nearest to 8, hence the proposed cryptosystem can fight
against linear attacks.

300 300 300
200 200 200
100 100 100
0 == e 0 ]
0 100 200 300 0 100 200 300 0 100 200 300

(@) HE (b) Ve (c) bc

Fig. 6 Correlation Coefficient Analysis in all the three directions

5.4 Key Space and Key Sensitivity Analysis

The proposed model is developed with the intent of overcoming the drawback of lesser key space in
chaotic based cryptosystem, so that we have utilized 3D Lorenz chaotic map which have three seed
keys and three system parameters. If the size of each key set to its maximum range with the precision
of value of 10714, then we get 102 seed key size and MD 5 128 bit key is also taken as secret key.
Thus, the key size is sufficient to withstand brute force attack. Apart from the key size, key sensitivity
is an essential element for building a cryptosystem. A robust image cipher should be more sensitive to
the keys [19,20]. A small change in key set produces an entirely different cipher image. To illustrate
key sensitivity, test image figure 4(a) is encrypted with two-keys having minor differences. The
decryption result of the two cipher images are shown in figure 7. Hence, on analysing the figure 7 it
can be concluded that the developed cryptosystem has high sensitivity to tiny changes in keys.

300

200

100

Figure7. Visualization of key sensitivity analysis.

5.5. Robustness analysis

5.5.1 Cropped Attack Analysis. Robustness of the cryptosystem can be identified by analysing the
result of crop attack [21]. The familiar logic for applying crop attack is to crop the encrypted image
intentionally by different size. Thus the encrypted image is cropped and the resultant decrypted image
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is shown in figure.8. Table 3 shows the quality of decrypted image by calculating the quality metrics
MSE, PSNR and Correlation between original and decrypted image. The mathematical function used
to calculate the MSE and PSNR are described in equations (9 and 10). This results illustrates that our
cryptosystem can withstand cipher image attack.

1 .. P
MSE =MZV=1Z§V= 10, j) = D/E(,1))? ©)
PSNR = 20 log;p 72 (10)

O and D indicate the Original and Decrypted image. M and N represents the image size.

5.5.2 Noise attack analysis.Sometimes, during transmission noises are added to the images, salt and
pepper is one of the popular noise embed with the encrypted image by nature[22]. In order to prove
the robustness, noise is intentionally added to the encrypted image with different densities and their
corresponding decrypted image is given in figure 8 and the quality metrics values of decrypted image
is given in table 3. On seeing figure 8 and table 3, it can be accepted that the developed cryptosystem
withstand up to 0.01 amount of salt and pepper noise attacks.

[dLdLdLd

Figure 8. Robustness analysis: Decryption result of (a) cropped cipher with 0.5%,
1% and 2% (b) cipher image with noise of 0.001, 0.01,0.1.

¥

Table 3. Quality of decrypted image against crop and noise attack analysis

Cipher Image AFFECTED MSE PSNR CORRELATION
of figure 4(d) RATIO
Crop attack: 0.5% 39.51 32.16 0.9962
1.0% 104.96 27.92 0.9900
2% 357 22.60 0.9661
Salt & pepper 0.001 6.40 40.06 0.9994
noise
0.01 112.54 27.61 0.9893
0.1 1.07e% 17.83 0.8989

6. Conclusion

A new chaotic map based medical image cryptosystem has been developed in this paper by
utilizing 3D Lorenz map. Seed key values are generated by using MD5, so the proposed model
has high degree of integrity. Dual confusion and diffusion process increased the degree of security
and confidentiality of the medical images which is transmitted over network on loT healthcare
environment. So in IoT powered Telemedicine patient’s medical images are securely
communicated between Doctors and patients by calculating the encryption keys using their
authentication attributes. So there is no need for sharing the external key separately. We executed
statistical, key size, cipher image attack analyses to illustrate the level of security of the proposed
cryptosystem. The results conclude that the proposed one satisfied the expected level of security
for secure transmission and storage of medical images in real time online medical application.
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