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™ Smart Analytics

" Enhanced Security

** Increased productivity

¥ Smart Inventory

™' Safer Travel

™ Real time demand visibility
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37Trojan
38 Non-network side-channel attacks
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39 Denial of Service (DoS) attacks
40 Camouflage
41Sinkhole Attack
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42 Denial of Service (DoS) Attack
4 Man-in-the-Middle Attack

44 Malicious code injection
4Sybil Attack

46 Side-channel attacks
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47 Denial of Service (DoS) Attack
48 Unauthorized Access

“Malicious Insider
S0Malicious Code Injection
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31Sniffing Attack
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32 Side-channel analysis
5" Policy-based mechanisms and intrusion detection systems[IDS]

*Circuit modification
%Securing firmware update
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** Reliable routing

5 Role-based authorization
** Information flooding

5% Cryptographic
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** Pre-testing

' Outlier detection
* heterogeneity

™" scalabilit
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6 Elliptic Curve Digital Signature Algorithm
%5 Global Unique Identifier
% Internet Assigned Numbers Authority
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ABSTRACT
[oT was first used in 1999 by Kevin Ashton. He described a world where everything,

including inanimate objects, had a digital identity for itself and allowed computers to
organize and manage them. At the time he founded the Internet of Things, he probably
had only in mind the use of RFID-based identification chips. In this research, we have
tried to introduce the benefits and advantages of [oT and finally various IoT protocols.

The most important challenges that this technology will face include: confidentiality,
information validity, trust, privacy, access control and layer security, and the necessary
arrangements should be made to address this. The description is as follows. In this
research, examples of attacks on different layers of [oT are investigated. The variety and
frequency of such attacks indicates the necessity of using multiple defensive methods for
the system. This study seeks to address some of the weaknesses and attacks of attackers
on the IoT system and provide solutions and it is necessary to find more effective ways
to deal with further research. The variety and frequency of such attacks indicates the
necessity of using multiple defensive methods for the system. Given the complex
structure of the IoT, we now consider the security architecture presented by Seo and his
colleagues, and by examining the various parts of the structure we conclude that only one
mechanism Security can not be effective in dealing with these threats, but for each sector,
considering its application and effectiveness, the appropriate security solution must be
considered. Due to the security threats that exist on the Internet of Things, we have
categorized the strategies that have been put in place to address these threats so that we

can provide an overview of threats and strategies to counter them.

Keywords: 10T, Security, Security Threats, Threats Solutions
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