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Mesh

Near Communication

Cellular

Long Range Low

Power

Internet

Communication

Bluetooth (based on IEEE
802.15.4)
Zigbee (based on IEEE 802.15.4)
Z-Wave
802.11p (based on IEEE 802.11a)
6LoWPAN (IPv6 over IEEE
802.15.4)
WiHART (based on IEEE
802.15.4)
Thread (based on IEEE 802.15.4)

NFC (Near-Field Communication)
RFID

2G/3G/LTE
Wibro/Mobile WiMax

Sigfox
LoRa and LoRaWAN
WiFi
xDSL
GPON

Short Range
Mesh wireless sensor
network
Low Power
Mostly Based on IEEE
802.15.4

Ultra-Short Range
Point to Point
Communication
Ultra-Low Power
Cellular Communication
Long Range Communication
Mobile
Low Power
Long Range Communication
Mobile
High throughput
High bandwidth
Mostly fixed and not mobile
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! Spread spectrum

2 Chirp spread spectrum
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! Smart metering
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A

» Most energy efficient
* Must be supported by all devices
* Downlink available only after sensor TX

E Battery powered sensors

Battery Powered actuators
* Energy efficient with latency |controlled downlink
+ Slotted communication synchronized with a beacon

Battery Lifetime

Main powered actuators
* Devices which can afford to listen continuously
* No latency for downlink communication

Downlink Network Communication Latency
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Ga9lh 5 pole oliagsy 43 (@) olal sele Ml Kyl I (VYRS &5 51DV bylet & 5,5l G W w\_g)‘m\:,wﬁ 5 heoST SO la slaalls, 5 daasbinbl daoslyiin aelil gy cud &bl B e ol &) (oo s
el S Logs e Sl e 5 gl 5 o] o va_a?bﬁw@(wf/\uwm)mj@u@ N > 315 AL oo, gdbemlbose] < sole sloas sl L 5 olyahazds gt oIS cale; b o1 3 ol 5 st pals (STadlgh sl oSt



Gaiow Sl 5 (g Sletpss Juab Wl S ) e Je S5 (gSle ely 5 b

w\u!}:ﬁjaj!}sjakg)jT&éa\ .w|ob;wmjww}b¢ﬁb6u}ﬁ)g

[\0] JS 45‘)‘ L;J.:.é.ﬂ Lg\.hJ:-eb

s slde gls S e

AT s Oles (gbs, @

Joe dlos adles Olley (obsy @
Ollsr 5 5 06558 (gbs) @

b Sl G yllss @

(A=Y JK2) Olialle sl slabs o

(\ Y Jsi—:l) j)‘.) lekb‘.ﬁ-.)fﬂjf CJ)U&J L]

Network server
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gateway LoRa-embedded
sensors
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e Smart and Connected Cities
e Connected Vehicles

! Software analyzers and data interpreters
2 Data Mining

3 Machine learning

4 Big-data
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e Industrial IoT

e Smart Home
e Smart HealthCare
e Smart Agriculture
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Smart and Connected cities Smart metering, Smart Grid

Connected vehicles V2X (V2V, V2I)
Industrial IoT Industry 4.0
Smart home Smart Energy, Smart Building, BMS
Smart HealthCare Smart Hospital, ePatient, eHealth, Wearable Computers
Smart Agriculture Smart Irrigation
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! Lossy
2 Heterogeneous
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e FreeRTOS
e RTOS

e Contiki OS
e Tiny OS

e RIOT
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e Kaa

e Thinger.io

e OpenloT

e MainFlux

e ThingsBoard
e DeviceHiv

e And...

! Open-Source
2 Platform
3 Closed-Source
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e Microsoft Azure

e [BM Watson

e Oracle Could

e Intel® IoT Platform
e (isco Jasper

e And...
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! electrocardiograph

2 pacemaker

3 blood pressure monitor
4 pulse oximeter

3 electroencephalograph
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// LoRaWAN NwkSKey, network session key

Static const PROGMEM ul_t NWKSKEY[\#] = { 0x75. 0x41, 0xE9, 0x98, 0x2F,

0x7B, 0x92, 0xB7, 0x5D, 0x17, 0x4A, 0xC0, 0xES, 0x04, 0xB7, 0x8F };

// LoRaWAN AppSKey, application session key

Static const ul t PROGMEM APPSKEY[\#] = { 0x69, 0xA7, 0xFD, 0x74, 0x58,

0x49, 0x46, 0xE2, 0x65, 0x35, 0xF0, 0x06, 0x7C, 0x09, 0x64, OXAF };

// LoRaWAN end-device address (DevAddr)

Static const u4 t DEVADDR = { 0x26011DEA}; // address for node
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! Monopole antenna above virtual ground
2 Very high frequency
3 Ultra-high frequency
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! Frequency modulation
2 Quarter-wave monopole
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...WLAN reconnected

Host esp32-9d65a8 WiF1i Connected to AJS-1111111
Local UDP port=1700

Connection successiul
Gateway ID: 3C71BFFFFF9D65A8, Listening at SF7 on 9082.30 Mhz.

setupTime:: Time not set (yet)

WiFi connected

Time: Wednesday 14:36:283

Gateway configuration saved

WeW Server started on port 80

pRSSI: -51 RSSI: -157 SNR: 9 Leng‘th: 24 -= 40 EA 1D 1 26 80 20 1 1 E6 97 ES8 FF F2 DF 8 B7 ES 50 2 1A 17 E4 77
RXPK:: {"rxpk":[{"tmst":11568458, "chan":0,"rfch":0,"freq":902.299987,"stat":1, "modu”: "LORA", "datr":"SF7BW125","
codr”:"4/5","lsnr":9,"rssi":-51,"size":24, "data": "QoodASaAIAEBSpTo//(fCLfpUATaF+R3" 1}

RXPK:: package length=202

WiF1 connected

PKT_PUSH_ACK:: size 4 From 102.168.150.82, port 1700, token: CF2D

stateMachine:: NO intr

rpRSSI: -58 RSSI: -157 SNR: § Length: 24 -> 40 EA 1D 1 26 80 21 1 1 F@ E2 35 CF 37 1E C7 5C 7C 8B 74 65 3F 32 ¢
7

RXPK:: {"rxpk":[{"tmst":23814292,"chan":0,"rfch":0,"freq":902.299987,"stat":1,"modu": "LORA", "datr":"SF7BW125","
codr®:"4/5","lsnr":9,"rssi":-50,"size":24, "data": "QOodASaAIQEB80I1zzcex1x813R1PzIH"}]1}

RXPK:: package length=202 ]

WiF1 connected

PKT_PUSH_ACK:: size 4 From 102.168.150.22, port 1700, token: 2946

stateMachine:: NO intr

ESP32 e ojls)s dpmiS (s 5 p s - V-F JS4
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Raspberry Pi 3+ p Jiw JUI™ <5 o0jl9 0

03195 &K 0l 5 s Raspberry Pi 3 as_w g 5, ¢SS s LoRa wﬂ&“ bls Hlasl s L
IS5 Slaia b sysT G s w ESP32 e slaojlsys 51 513 SUGIL Ll JBKT &S5
LS & sl pegdle Ol o USB ;s Ethernet (glaols ;s 054 113 pwimeesn 5802.11bgn

s Juaze 55 LTE 5GSM (pioman 5 LIS slaas & WiFi

Raspberry Pi 3+

LoRa
Transceiver

Antenna
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Sep 11 14:43:31 raspberrypl single_chan_pkt_fwd[1504]: server: .address = 192.168.150.83; .port = 1788; .enable
=0

Sep 11 14:43:31 raspberrypl single_chan_pkt fwd[1504]: Gateway Configuration

Sep 11 14:43:31 raspberrypl single_chan_pkt fwd[1504]: 5C Gateway (contact@whatever.com)

Sep 11 14:43:31 raspberrypl single_chan_pkt_fwd[1504]: Dragine Single Channel Gateway on RPI

Sep 11 14:43:31 raspberrypl single_chan_pkt fwd[15084]: Latitude=29.63399315

Sep 11 14:43:31 raspberrypl single_chan_pkt fwd[15684]: Longitude=52.56083679

Sep 11 14:43:31 raspberrypi single_chan_pkt fwd[1584]: Altitude=18

Sep 11 14:43:31 raspberrypl single_chan_pkt fwd[1504]: Trying te detect module with NS5=6 DI0OO=7 Reset=0 Ledl=4
Sep 11 14:43:31 raspberrypil single_chan_pkt_fwd[15084]: 5x1276 detected, .

Sep 11 14:43:31 raspberrypl single_chan_pkt_fwd[1504]: Gateway ID: 00:00:00:ff:ff:00:00:00

Sep 11 14:43:31 raspberrypl single_chan_pkt_fwd[1504]: Listening at SF7 on 982.308000 Mhz.

Sep 11 14:43:31 raspberrypi single_chan_pkt_fwd[1564]: -------ccccmmmmmmmaa i

Sep 11 14:43:31 raspberrypl single_chan_pkt fwd[1504]: stat update: 2019-89-11 18:13:31 GMT no packet received
yet

Sep 11 14:43:31 raspberrypl single_chan_pkt_fwd[15064]: Packet RSSI: -37, RSSI: -112, SNR: 9, Length: 24 Message
'@...&.B..". .P[.g*p.h.07]"

Sep 11 14:43:31 raspberrypl single_chan_pkt_fwd[1504]: rxpk update: {"rxpk":[{"tmst":1172683976,"freq":962.3,"¢c
han":0,"rfch":0,"stat":1, "modu”: "LORA" , "datr": "SF7BW125","codr":"4/5" ,"rss1":-37,"lsnr":9.0,"s1ze":24,"data":"Q
DodASaAQgEBIuTAUFvXcSpwl2 JRMDK" 11}
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level= msg=" LoRa Server™ band=US_202_92% docs="https:/www.loraserver.1o/" net_1d=000000 version=3.2.1
level= msg="disabling all channels"

level= msg="enabling channels"” channels="[p 12 3 456 7]"

level= msg="storage: setting up storage medule"

level= msg="storage: setting up Redis connecticon pool®

level= msg="storage: connecting to PostgresqL"

level= msg="storage: applylng PostgreSQL data migrations"

level= msg="storage: PostgreSQL data migrations applied" count=8

level= msg="gateway/mgtt: connecting to mqtt broker" server="tcp:// :1883"

level= msg="nc geolocation-server configured"

level= msg="configuring join-server client" ca_cert= server="http://localhost:8003" tls_cert= tls_key=
level= msg="backend/gateway: to mgtt server™

level= msg="gateway/mgtt: subscribing to gateway event topic" qos=0 topic=gateway/+/event/+

level= msg="ap1l: network-server apl server" bind="9.0.0.0:8000" ca-cert= tls-cert= tls-key=
level= msg=" downlink device-queue scheduler®

level= msg=" multicast scheduler®

level= msg="gateway/mgtt: gateway stats packet received" gateway_id=0@0coeffffeosses

level= msg="gateway updated" gateway_id=0ecooeffffoosase

level= msg="metrics saved" aggregation="[MINUTE HOUR DAY MONTH]" name="gw:000000ffffoooooo"
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Sl
level= msg=" LoRa App Server" docs="https://www.loraserver.io/" version=3.3.0
level= msg="storage: setting up storage package"
level= msg="storage: setting up Redis pool"
level= msg="storage: connecting to PostgreSQL database®
level= msg="storage: applying PostgreSQL data migrations®"
level= msg="storage: PostgreSQL data migrations applied" count=0
level= ntegratien/mgtt: TLS config is empty"
level= msg="integration/mgtt: connecting to mgtt broker® server="tcp:// 11883
level= msg="apl/as: application-server api” bind="0.0.0.8:8001" ca_cert= tls_cert= tls_key=
level= msg="apl/external: api server” bind="0.8.0.08:8080" tls-cert= tls-key=
level= msg="1integration/mgtt: to mqtt broker®
level= msg="1integration/mqtt: subscribing to tx topic" qos=8 topic=application/+/device/+/tx
level= msg="apl/external: registering rest api handler and documentation endpoint® path=/api
level= msg="apil/js: join-server apl"” bind="0.0.0.0:8003" ca_cert= tls_cert= tls_key=
level= msg="device updated" dev 2u1=001094701aae961b
level= msg="finished unary call with code OK" grpc.code=0% grpc.method=HandleUplinkData grpc.request.deadline="2019-09-
3-11T12:34:19-04:00" grpc.time_ms=2.921 peer.address=" :41526" span.kind=server system=grpc
level= msg="1integratien/mgtt: publishing message" qos=0 topic=application/1/device/001094701aae961b/rx
level= msg="1ntegratien/thingsboard: attributes and telemetry uploaded" dev_eu1=001094701aaed96lb event=up
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)
CE) LoRaServer
E Network-servers e |
DELETE
Network-servers / loraserver1 (US915 @ 3.2.1) ‘ u
@  Gateway-profiles
BT Organizations
GENERAL GATEWAY DISCOVERY TLS CERTIFICATES

2 All users

Network-server name *

loraserver

SUTech -

A name to identify the network-server.
* Org. settings Network-server server *

localhost:8000
- Org. users The ‘hostname:pert’ of the network-server, e.g. ‘localhost:8000".
A= Service-profiles

UPDATE NETWORK-SERVER
3£ Device-profiles
@  Gateways
Applications %

i g Jlasl Slaaseiio Cay 5 = VO-F IS

(‘f:-: Y LoRaServer

Network-servers

Organizations / SUTech | @ DELETE

)

Gateway-profiles

i

Organizations
Organization name *

2 All users SUTech
The name may only contain words, numbers and dashes.
SUTech - Display name *

SUTech loT Lab.

@& Org. settings

0rg. users Gateways

Organization can have gateways

Service-profiles

When checked, it means that organization administrators are able to add their own gateways to the
network. Note that the usage of the gateways is not limited to this organization

-k

= Device-profiles
UPDATE ORGANIZATION
@ Gateways

HH Applications ©
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<= (‘_'2) LoRaServer

® D 0

Network-servers

Gateway-profiles

Qrganizations

- All users
SUTech

B 9 i

Qrg. settings

Org. users

Service-profiles

Device-profiles

Gateways

Applications

C:-: Y LoRaServer

Network-servers

Gateway-profiles

Organizations

All users

SUTech

o

11
1t

Sy9lb g pale oltiagh ;0 (@5) lpl sele Sledbl oL 51 (VWAB/AP )l 9V 0T 5Ll @ s,
el ol bgy e &l yie 5 uilsd plu g ol gam SleMal § DB

Org. settings

Org. users

Service-profiles

Device-profiles

Gateways

Applications

5 OYFA) Glae i 50y

Service-profiles / ServiceProfile1

Service-profile name *
ServiceProfile1

‘ il DELETE

A name to identify the service-profile.

Add gateway meta-data

GW metadata (RSSI, SNR, GW geoloc,, etc.) are added to the packet sent to the application-server

[J Enable network geolocation

When enabled, the network-server will try to resolve the location of the devices under this service-
profile. Please note that you need to have gateways supporting the fine-timestamp feature and that
the network-server needs to be configured in order to provide geolocation support

Device-status request frequency

0 =

Frequency to initiate an End-Device status request (request/day). Set to 0 to disable.

Minimum allowed data-rate *

Ll g o 8l by s s ja - WY-F IS

Device-profiles / DEVPROF-US915

GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-

Device-profile name *

DEVPROF-US915

A name to identify the device-profile.

LoRaWAN MAC version *
1.0.3 -

The LoRaWAN MAC version supperted by the device

LoRaWAN Regional Parameters revision

A -

Revision of the Regional Parameters specification supported by the device

Max EIRP *
0 ]

Maximum EIRP supported by the device.
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CE) LoRaServer

@ Gateway-profiles

Gateways / RPiZW-SC-LoraGW1
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Abstract

IoT has the potential to enhance many medical issues such as remote health
monitoring, fitness, chronic illness, and elderly care. Drug compliance and home
treatment can also be another application of IoT in medicine. In this research, while
attempting to investigate the application of [oT in medical engineering, a complete
model of the “IoT ecosystem” with the medical engineering approach is
implemented in a fully practical manner. The ecosystem includes sensor node
hardware and software containing Pulse Oximetry sensors, a LoRaWAN-based
network with a Shiraz University of Technology campus-wide operating, 1oT
gateways, network and application servers, and finally a web-based HMI system
for the beneficiary’s users. Finally, the performance of the entire system is
evaluated in real terms. The results of this research make it possible to use it in
future research as a reliable infrastructure.

Keywords: Internet of Things, IoT, Bio-medical, LoRa, LoRaWAN,
Loraserver, ThingsBoard, Pulse Oximetry
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