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Abstract

The LoRaWAN security design adheres to state-of-the-art principles: use
of standard, well-vetted algorithms, and end-to-end security. The funda-
mental properties supported in LoRaWAN security are mutual end-point
authentication, data origin authentication, integrity and replay protection,
and confidentiality. The use of symmetric cryptography and prior secret key
sharing between a device and a server enables an extremely power efficient
and network efficient activation procedure.
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1 Introduction

The LoRaWAN protocol is optimized for low power consumption wide area
networks. It supports low-cost, mobile, and secure bi-directional communi-
cation for Internet of Things applications. LoRaWAN networks can handle
millions of devices. Security is a fundamental need in all IoT applications, it
is therefore an important aspect of the LoRaWAN specification. LoORaWAN
security fits the general LoRaWAN design criteria: low power consumption,
low implementation complexity, low cost and high scalability. As devices
are deployed in the field for long periods of time (years), security must
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